Configuring Web Server

Prerequisites:

e Install VMWare Tools through Player -> Manage ->
Install VMWare Tools

e Configure IE ESC by setting it “"Off” for
administrators
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Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups,
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Go to the following site on your “host” computer (the real
computer):

o ftp://10.6.2.38
e Username: admin
e Password: “No Password”
e Download and drag the following installation files
into the virtual machine
o Chrome
o Office
o Microsoft Security Essentials

Configure IP settings:

e Click on your network adapter, then "Open Network
and Sharing Center”

e Click on “"Change adapter settings”
e Right click on Local Area Connection and select
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e Configure your IP settings to match the rest of your
network: 192.168.”"Your two numbers”.3
o This example uses 151 as the 3™ number,
DON'T use it, use your 3™ number!!!!
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" Obtain an IP address automatically
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Subnet mask: I 255,255 .255. 0

Default gateway: I 192 . 168 . 151, 1
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Installing IIS role:

e Go to the Server Manager and click on “Add Roles”

Flle Acton View Help

€= |

3 5
Features
o Diagnostics
+ff} Configuration
[ﬁﬂ Storage

&

View the health of the roles installed on your server and add or remove roles and features.
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e Click next

"] Active Directory Certificate Services

[] Active Directory Domain Services

[ Active Directory Federation Services

] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services




e Click next

Add Roles Wizard x|
Web Server (I1S)
Before You Begin Introduction to Web Server (IIS)
Server Roles Web servers are computers that have specific software that allows them to accept requests from dient

computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role indudes Internet Information Services (1IS) 7.0, a unified
Web platform thatintegrates IIS 7.0, ASP.MET, and Windows Communication Foundation. IIS 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

Role Services

Confirmation

Things to Hote
Progress i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
Results traffic, espedially when there are multiple roles on this computer.

i ' The default installation for the Web Server (IIS) role indudes the installation of role services that enable
you to serve static content, make minor customizations {such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (I15

Overview of Available Role Services in IIS 7.0

115 Cheddists

Common Administrative Tasks in IIS

Overview of WSRM
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e Click next

Add Roles Wizard

ﬂ’g Select Role Services

Before You Begin

Select the role services to install for Web Server (IIS):

Server Roles Role services: Description:

Web Server (IIS) =l [ Web Server | Web Serverprovidessupport for

HTML Web sites and optional support
= [E common Features for ASP.MET, ASF, and Web server

e — Static Content extensions. You can use the Web
eniirmaton Default Document Server to host an internal or external
Progress Directory Browsing Web site or to provide an environment

— HTTP Errors for developers to create Web-based

applications.
[] HTTP Redirection 2

[ webDav Publishing
=[] Application Development

[] Asp.MeT

[] .NET Extensibility

[ asp

[ cat

[] 1SAFI Extensions

[] 15API Filters
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= [E Health and Diagnostics

HTTP Logging

] Logging Toals

Reguest Monitor
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More about role services
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e Click Install

Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.

Server Roles

® 2informational messages below

Web Server (IIS)
Role Services (i) This server might need to be restarted after the installation completes, =
-~ Web Server (IIS)
Progress Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
CPU usage
Results
Web Server

Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors

Health and Diagnostics
HTTF Logging
Reguest Monitor

Security
Request Filtering

Performance
Static Content Compression

Management Tools
115 Management Console

Print, e-mail, or save this information
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Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles

Web Server (IIS)

Web Server (IIS)

Role Services
Confirmation

Results

g Initializing installation. ..
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e Click Finish

Add Roles Wizard

Installation Results

Before You Begin
Server Roles
Web Server (IIS)
Role Services
Confirmation

Progress

The following roles, role services, or features were installed successfully:

1" 1warning message below

~ automatically updated, turn on Windows Update in Control Panel.

~| Web Server (IIS) 'ﬂ' Installation succeeded
The following role services were installed:
Web Server
Comman HTTP Features
Static Content
Default Document
Directory Browsing
HTTF Errors
Health and Diagnostics
HTTP Logging
Regquest Monitor
Security
Request Filtering
Performance
Static Content Compression

Management Tools

Print, e-mail, or save the installation report

= Frevious MNext = | Close I

v, Windows automatic updating is not enabled. To ensure that your newly-nstalled role or feature is 2
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